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Scammers are luring
job seekers into
parting with their
money with promises
of lucrative salaries.

Anatomy of a scam

stories by AuDREY EDWARDs
audee@thestar.com.my

G

OING through his e-mail one
day, civil engineer Faizan
Iqbal noticed one on a job
offer in Malaysia. Curious, the
Indian national filled in the “official
online interview” form included in
the mail, and waited for a reply.
When it came, it was to tell
him that he was successful and
the job offered was project manager at “Malaysia LNG Sdn Bhd” in
Sarawak.
“They probably got my address
and information from the job
portals. I did not source out their
company,” says Faizan, adding that
a website address was also included
in the mail.
The offer letter stated that he
would be given a three-year contract and paid a monthly salary of
US$12,200 (RM37,155).
It also said he needed to present
an employment registration certificate and registration card from the
Foreign Ministry before he could
take up the post. For this, he was
requested to pay a fee to the company, which would use the money
to obtain the “required” documents
for him.
Tempted but wary as to whether
the offer was genuine, Faizan, who
was based in Dubai at that time,
asked his friends in Malaysia to do
some checking for him.
As he had suspected, it was a
scam. The fake company had used
a Petronas subsidiary website to
make their bogus one look like the
real thing.
Faizan’s case is turning out to be
not that unique. Scammers are everywhere and Malaysian companies
are currently on the hot list of those
that are trying to con expatriates
with offers of jobs with lucrative
salaries and other perks.
This is borne out by the recently
reported “Dutamas Hospital” and
“Hartamas Medical Center” scams
that used real hospitals – Columbia
Asia Hospital Setapak and Damai
Service Hospital (HQ) – as their
fronts.
After it was “used” in other similar scams, Petronas posted a notice
on its website warning the public
of such scams. The Foreign Ministry
has also put up a similar warning

on its website.
Most times, the bogus websites
are taken down as quickly as they
are put up. The mobile phone numbers used are listed, and the mailing
addresses are either real or made
up.

Variations of scam
Lysander London, a moderator
with fraudwatchers.org, observes
that these scams, also known as
the 419 advance fee fraud scam,
originated in Nigeria in the 1980s
and spread to many countries in

West Africa.
“The fake job scam is one of its
many variations,” London says.
London believes that one reason
why Malaysia is being used in the
con is that many West Africans are
living here. Most of them are students below 25 years of age.
“They conduct their scam (in
Malaysia), often in conjunction with
their compatriots back in Africa,” he
claims.
“Scammers are highly organised
and due to the global reach of the
Internet, the same scam can be
perpetuated by scammers in differ-

ent countries.”
Favoured job sectors include
construction, oil and gas, hotels and
healthcare.
“Also fishing, ironically enough,
in Canada. Many potential workers
are very excited about being able to
emigrate to Canada,” he says.
fraudwatchers.org, which aims to
give support, guidance and assistance to fraud victims, has already
exposed some of these scams.
London says the fake job scam
targets residents of other countries,
particularly India, which has many
educated potential employees.

“They (job seekers) tend to be
extremely naive when it comes to
the Internet and the actual practices
of real employers. They are also
extremely desperate for employment,” he adds.
The organisation sniffs out scams
using several methods, including
monitoring embassy or complaints
websites, and post warnings when
it detects a scam.
It also monitors other anti-fraud
sites where scam e-mail are posted
and then posts a new thread on
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Watch out for scammers and scam domains
SCAMMERS normally register a domain and
have a website for an imaginary company.
They also use e-mail addresses based on
that domain. The site usually uses text and/or
images copied from legitimate websites.
Sometimes they choose a domain that is
close to the domain of a genuine company.
These scam websites can be quite elaborate.
Sometimes they use a free website which
gives them even more anonymity.
The scammers then create a free e-mail
address, either with Yahoo, Gmail or Hotmail,
or a less obvious free e-mail address which
is similar to a real company, or just the name
the scammer is using.
Many companies such as www.smartdots.
com offer free e-mail addresses and the
scammer can choose any one they want.
Scammers register a domain similar to the
domain of a legitimate company. There are
some who don’t put up a website but act as

if a legitimate company’s website is theirs
and they represent that company. Sometimes
they will actually forward their scam domain
to the website of the actual company.
They use either UK global redirect numbers
which forward the call to another prepaid
mobile telephone elsewhere but appear to
be in the United Kingdom, prepaid cellphone
numbers or VOIP phone lines.
Thousands of e-mail that advertise a fake
job with an enormous salary and fantastic benefits and perks are then sent out.
Sometimes, they also place advertisements.
Victims who respond to the advertisements
or e-mail are offered a chance to apply for the
position advertised and advised to send their
CVs and/or resume, fill out a questionnaire,
etc.
The scam e-mail carry the logos of the
company they are impersonating, images of
the company executives and actual signa-

tures, watermarks, etc, to make them appear
authentic. Sometimes scammers conduct
online or even telephone interviews.
After the victims send their “credentials’
and answer the interview questions, they are
sent an “appointment letter” and/or “contract” giving them the job. They are also asked
to provide details of their passports or other
identity papers. The scammers can use these
personal details to build up their profile, or
sell the data to other scammers.
The “appointment letter” also refers the
victim (who is usually not a Malaysian citizen) to another or the same scammer who
poses as a “solicitor”, “travel agent”, “diplomat”, “embassy agent”, “consular” or “high
commission official”, etc.
This scammer is supposed to procure a visa,
work permit, court or employee certification,
and/or insurance fees, i.e. the advance fees,
for the victim.

The letter instructs the victim to use the
services of the named “solicitor” etc as the
employing company has a contract or a prior
arrangement with him/her.
In some cases, the victims are told that
the fees will be reimbursed by the employing company. Other times, they are told they
must bear the cost to show their “seriousness”.
Sometimes, they are told there will be an
interview in Malaysia or another country and
the victim has to pay a deposit to make sure
he or she turns up.
The fees are always requested to be paid
via Western Union or MoneyGram or bank
transfer. If the victim pays up, there will be a
request for another fee and if that is paid as
well, then another, and the scam continues
until the victim realises there is no job.
Source: fraudwatchers.org

